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Introduction

Objectives

This service level agreement (SLA) will summarize and detail the duties and responsibilities of the Active Directory (AD) service to be provided by the Center for Information Technology (CIT) to the National Institutes of Health (NIH) community and to provide measures to evaluate the AD performance.
Overview of CIT

The mission of CIT is to provide, coordinate, and manage information technology, and to advance computational science. In keeping with this, CIT offers information technology services such as web and application development, back office server management, centralized email, Local Area Network (LAN) and network management, help desk services, desktop support, and now the AD service. CIT's focus on IT allows the Institutes, Centers, and other organizational entities (ICs) of the NIH to focus their time and resources on their own research, research management, or administrative missions.

Scope of Agreement
This SLA is binding upon CIT and all other ICs. This agreement may change when service issues arise, new technologies develop, or customer requirements change. All modifications are multilateral between CIT and the ICs. CIT and the ICs agree to engage in good-faith efforts to resolve any problems which may arise.

The CIT will use the Relationship Managers (RM) already appointed by the ICs for their Help Desk Services as the primary contact points for AD service. For the purpose of this SLA the customers are all NIH Institutes, Centers, and the NIH Office of the Director and its multiple components will be considered supported customers. This CIT manager serves as the conduit for problem resolution and information sharing and will ensure that all pertinent information is shared with the appropriate CIT staff. The customers likewise will appoint a point of contact that coordinates all IC issues, queries, and concerns regarding the AD service with the CIT AD relationship manager. This point of contact person will channel all pertinent information received from CIT to the appropriate staff(s) in their organization. The contact person for the ICs may be the same person defined as the Program Support Organization Liaison (PSO) Liaison in the Help Desk Service SLA.
CIT Responsibilities

The NIH AD service will be managed by CIT and will:
· Maintain current operating software with updates related to AD operation

· Adhere to NIH security policies, guidelines and regulations found at: cit.nih.gov/security.html.
· Maintain permissions for IC access

· Charter the AD Architecture Board as defined in the Active Directory Architecture Standards (ADAS) document

· Provide at least quarterly meetings of a representative committee for IC feedback on the quality of operations and recommendations for improvement. There will be additional methods of communication available to the IC's point of contact to convey information, such as service-affecting events, updates, outage updates, etc. These methods will be communicated to the ICs through the CIT AD relationship managers
· Provide timely feedback to the recommendations of the committee

· Monitor AD NIH domain controllers 7/24

· Promote the AD standards document as defined in the ADAS
Hours of Operation. The primary contact for AD services is the NIH help desk. The help desk's normal hours of operation will be from 6 a.m. to 6 p.m. local time (for end-users in the continental United States), Monday through Friday. After-hours support will be limited to emergency and mission-critical issues that cannot be delayed until normal hours of operation.
Methods of Contact: First contact should be to the help desk during normal business hours. After hours contact may be made through pagers.
· Phone:
· 301-496-4357 (6-HELP) (local)

· 866-319-4357 (toll free)

· 301-496-8294(TDD)

· Email:

· NIH Help Desk (GAL), helpdesk@nih.gov (SMTP)

· Web:

· http://helpdesk.nih.gov

There will be additional methods of communication available to the PSOs to convey information, such as service-affecting events, Knowledge Base updates, outage updates, etc. These methods will be communicated to the PSOs through the CIT Relationship Managers. 

Metrics. The following metrics were defined through a coordinated process between CIT and representatives of the ICs. They are intended to provide an objective measurement of the on-going performance of the AD system. Since no data were available to define acceptable performance levels, the system will operate for six months to gather representative data. At that point, performance targets and specified time periods for the measurements will be defined by the above committee.
CIT will maintain systems for reporting the status of the metrics. On-line information will be available to customers and periodic reports will be made to the NIH CIO and the ICs.

The following four metrics were initially agreed to between CIT and the IC's representatives:

· NIH.GOV domain controllers availability. This measure is the availability of the domain controllers over a specified time period.
· Meantime to accomplish domain-wide replication across all NIH.GOV domain controllers for a specified reporting period.

· Mean time to respond. This metric is measured from the time after receipt of a Remedy ticket.

· Mean time to restore a deleted AD object. This time will be measured after receipt of a Remedy ticket or other defined method of identifying a problem.
Complaint/Issue Resolution. CIT will designate a Relationship Manager for each IC. The RM is the first point of contact for the IC liaison to report complaints or problems for resolution.
Temporary Reduction of Service. The services provided under this SLA may be temporarily suspended in part or in full by the NIH Chief Information Officer (CIO), or other NIH or U.S. Government officials in the instance of unplanned, widespread, service-affecting issues which, for reasons beyond all reasonable control, prevent a party from discharging the responsibilities of this agreement. The AD system will be considered to be in "reduced service mode" in the instance of service-affecting issues which render the entire NIH enterprise unusable or severely degraded, and which may require CIT's complete attention and effort, such as:

· A declaration of Red Threat Advisory Level(aka Code Red, Red Alert) from the Department of Homeland Security and/or the NIH Office of Research Services;
· Severe weather which affects wide-area communication links, or prevents technicians from reaching their workplaces;

· A Government shutdown, declared by the Office of Personnel Management;

· Extremely pervasive viruses; or

· A malicious and ongoing IT security threat.

· Regularly scheduled maintenance (3 rd Friday of every month from 10 p.m.-6 a.m.)

Under "reduced services mode", the AD system will make a best effort attempt to respond to any need as quickly as possible, but will not be held to any time-based metrics for doing so, until the situation has returned to normal.

Customer Responsibilities

The ICs and other customers will be responsible to the AD system for the following items:
· Adhere to NIH security policy, guidelines, and regulations found at cit.nih.gov/security.html

· Provide feedback on quality and recommendations for improvement of AD operations through regular attendance at the AD committee meetings or if not a direct member of the committee to an IC representative on the committee

· Maintain accurate AD entries for IC users following the AD standards document

· For ICs that operate child resource domains, they will be responsible for

· Adhering to AD architecture standards and responsibilities adopted by the Information Technology Management Committee (ITMC) and documented in the ADAS
· Maintaining appropriate security procedures

· Monitoring their child domain controllers

· Providing the name of an IC point of contact for a security approval process

· Measuring and reporting their resource domain availability
· Data integrity and the backing up of non-CIT systems
